(19) g#HWfFJf (JP) (12) & Hfl *t*F IrF ^ ^ (A) <n)WWm*aH»^ 

#^2001-14123 
(P2001-14123A) 



m&M B ¥J*SU3*f 1 £ 19 B (2001. 1 . 19) 



(51) IntCl. 7 

G 0 6 F 3/12 
B 4 1 J 29/38 
G 0 6 F 13/00 


3 5 7 


F I f-T3-F*(##) 
G 0 6 F 3/12 D 2 C 0 6 1 
B 4 1 J 29/38 Z 5 B 0 2 1 
G 0 6 F 13/00 357A 5B089 

W?8Ma> ! &.6 OL (^ 8 H) 


(21)mP#^ 


WBPPI 1-183407 


(71) tttlSA 000006747 








(22)m«B 


¥^1 W 6 ft 29 B (1999. 6. 29) 


JfOKStfcBB^ M& 1 T g 3 # 6 ^ 






(72)3SW# «S «B3 






SDSaP^CBaKtfSa 1 )"I3#6^ ^ 






£tt>J 3-1*1 






F^— A (#5^) 2C061 AP01 HJ08 HQ12 HQ17 






5B021 AA01 EE04 NN18 






5B089 GA13 KA03 KB04 KB06 KB13 






LB12 



(54) ismo>#m ^jy^T^^xmm^x^^ 



(57) [Ig»] 

[ ] lot. 'jy^ ^ 

U y ^flf- y'Mz-St fix \> ^ tfzliPC 

£fli_^fcti: *>y b7-^±»Ii07'Jy^ 
£0 T 9 -fe XMRS & If— ' ^S±T'1t 3 CI i: 3&*T § , 




( 2 ) 



#11192 0 0 1- 1 4 1 ^ 



St. 

mriBEiwj^ r y vmm^h^Bmmmz^^ti^ ep 

MIE^-A§|«^}li^iT t? fcEPWf-* £IE«^K 

tz £ y mm^zmm^ zrvyrmmt vhv- 

10 

miE* v h v-tizmmztLfzmtiny u y 

r-fb l t Si§ l Jt 7° y y 9 mm-r ■ y/i * <wm~t h 

tuiar u y ^itg^Vb-rttH^-^'fif mzmi Ltz 

y°V y9T9^^.mm^r~y')V^mmL. firfEEpJiPJ?^ 

-fry h^3&^«opJi^t^±^s EPMSfir y y 
^§ss#\ MlE7° u y * § y 

y y^a^-yvw^a^-o^^i^ s^mtria 

EpffiiJ ? y-iTyh ?MW.fr ^ 7) EpffiiJ^ t $. ti h a. —if 20 

^\ raiBr y y^T^-tx^i^-yvw^siis^rr 

u^v^i^y fufEEPWJ7^ Ty biSS^^EptftM 

[ If 2 ] tut B-7-; ^S«(± , 
ll«a-f^ & 7/^7t LT^it L fc^-— f 77t— 

U 

wmrr-txfflm^mii. 30 
mzmi7y4Tyhmm^<v£mmmzi^£ti&e\i 
wm&r y friEry y^yb-r^i^K 

cTy^s-f h frlBy y y * fir-y'/H^i *vc ^ 3r ^ 

istfimrtEEPffl^ Ty bi§MA^f)EPI[J^R 

fcr-t-ifis j-— *f£#*. miar y y^T7^«n^- 
77bft Vfff *f77b- 7 0i fffflT— 77 McSI* $ i it 

v ^ v M^iz . ttriBEPWJ ^7-f77h msfr t> to tmm 
i&it^-th c\ t *mkt-t&m%m 1 lattery y? 

[ 11*113] mfS-f-^^Sti. 40 
SiiS tifz^-^f w«7- b*tif#fi£ Sii 7- 

h wfgx-7'^^wat-^.^-— f' fffB^ams l , 

mriBEP)|[j7 =7 a r y hmm^crxmmmz^£ti.& ep 

io^st-f & iuiB7° y y ^^Mx-7'^tSiiSix, 
mrlBEpgtj^ ^aa* a> cqEPUiMaK^ £ til, jl 

— frlBy y y ^7*7 -txiwf-^H^gis 
*u 

?7^77^1*^« EPIIM*^# i l> ^ 50 



b^\ friB^--- fmmmm^mmm-th^xv 
- vrnm^-yMzmmiix^tzmikte. mmm? 

•t h mm 1 f shot y y 9 r ? -t xsy» y x ^ a 0 

[ If *if 4 ] WIE-tf-^ ^S(i . 
mi § rfxjt W UV-F 'Iff fg as L^UV- 

fu!E£PBJ7 vAryy mm^ t> ^ wwmsuz-ttti s ep 
MSfiry rniary y^^-r«a^s 

co^a^-s iaiB7° y y^mm^-yMzm^ti, 

WIEEP0J7 7^ ryhgi*>^(OWWC#i*iSa 

-^*y tulB7°y y ^T7-trxwa-r-7"/L'fcaii^ 
ttriEEpjitj^ r y b^a*^ ^EPS®*t=#a tii>^° 

x 7 - b* WUst— 7*;b tcSHc S ttT v . tlrlE EP 

ffl^ r y b^M^^^EPMWiK^^ii^-^ ; t 

St t -tt If JRII 2 IBtt^T y y ^ T ^-trXiffyXf 

[H*ii5] af^ryy^t. 
Emmmmt-T^ *im%y y y ^^gowfgT-^ £ r ^ -t 

miE-tf-^^S^^WIBT^ -feX$fJRmff8&l5t# t . Z 
<r>T7 -feX$[JPfi'|f Igt'S-ci'^T , Epffitgg** ffi7j-f"l> 7° 

y y ^$|g^»Kt--g> episij^ 7 ^ ry bsg t . 
*^-y b 7 - ^ t m m § ixr v ^ ^ t ^ #s t -t -5, 7° y 

[|f*H6 ] WIEEPM^ 7^ Ty NgKl FJtSW^ 
Pitttc HulE-tf-^ ^Mw^Jli"^ tuiBT ?*xfflmfiffi 

^-■&IE«#©t. 

^*-ri> - 1 £#st t-^n*iM5iat!407°y y^r7 

[^copffl^l^] 
[0001] 

Stifcry y?cr>yy >^7^-t7$ij»yxT^(:it 
[0002] 

1tf^7-y*XT— yaVti 0 

ffi^S^i/i^y b^-77°y y^t LT 

-ir t=*r t t r y y ^ mm & it w ^> a* & i> r 
xxAMfUTii, ft $^it v ^ -2--- f mmm^^ 

[0 0 0 3 ] ^r n 1S£»^£^t£t LT. #PfW8 



( 3 ) 

3 

- 3 1 4 6 8-^#-m, TV >?l,ZJL—y%,&, T? 

mmti^m^hTvy^r^^M^m^ma-h 
-7Tv>?mm$:tmLx^z> a 

[0 0 04] 

v vv-^Tvy^mmx'ii, *-y hv-^mmstifz 

1 -3 1 ^07U >-^(cM tT^*^fl#A^#»^tT 
[0 0 0 5] ifc. *«y by-^i^it-t^-tf-^'^ 

[0 0 0 6] *%BJi«. f£*«X*£-»fff U 1-7 

^© £?r a ; t £ r y y ? r ^ ^xffltpy x ^a 

[0 0 0 7] 

tot;. *^7'jy^r?*xMlf>'^fAil TOJ 
^^a^&Epfij^TMTybilgh. mi^y-!T 
y M^l^t«EPlSft#iiiS EpfiJ-f-:? 

t , tv>9 mmzmm t ^ ewf - ? * sufr*- s 

li^gfc ± 0 FBMCilESiifJ^-r & T 'J y t -/ 30 
h y - ? t;fi M S ti/i t u y ? r ? -b x mm w r- a r 

WJy^gK ^7L— Tit LTffrliL 

- 7^ Sr s t v y 9 yiv-Tmw^m. t. tv 
y ? mwn Tmzj--^mm & m$ t tz t vy? 

fr^aymmmz^&ti&mmmrv y?mmK t 
vyf yiv-T^mm^mmt 7 

^ t ± ixT U 5r V^M/£ , i £ (± EpgiJ ? 5 -f T y h 

fr^commmz-srtti&j-— tvt9t?^ 40 
xvmf-TMzmi^tiXv^v^m^iz^ turn? ^4 
ryv mm.fr ^mm^.^nm-t^ r t^xmrn^®. 

[ooos] ±ta«-9--A§igtt. nm^—f&z?" 

)h~T\\L LTSii L Jt^-— f'^';P-T«fl-7-7";P 

a-r 1. ?7')v~Tm*m&^ l , -b-xt ijpj^ 
epm?^ ry bmm^cDmmmz-titih 
BmmmT vy? mm> , ryy^ ^vp-nws^ 
^a^-i, r u y ^^m^-TMz^±tix \ ^v^^.. 
tfzizBmn? 1 ?^ ry hmmfrt>c?MmMZ'ir$.tiz> 50 



#HB 2001-14123 

4 

-2-— fW, 7'J y^r^-fc^taf-^Wi-f 

[0009] ±MW-j-mm±. %mztiti3-~-¥(?) 

(±, EpjfiJ^ r y b^a^A>coEPf'J^t#^ ixl> Ep 

wsiiru >?mw&. tv y 9 viv-Tmmm'k^m 
mthTv y^vm^—TMzm^tL. tm^^^r 
y h mm* co mmmz-% tti& z.-^ & , t v y 

? T 7 -fe Xflf-7"/K:aj|§ h- . EpfiJ^ 5^ryb 
Sii^wWBiSSCtiiiS^xy- htiK ^--^f'« 

s^uv- k -it $g -r - tan s 

tiT V ^ i%^lZ , EpfiJ ?7^7yh Sg* 3 A> « Ep^iJS5R 

[0010] iiE^-tf-^'^Mtt. 
^« v - k mm £■ a#t l ?t v - h mm^- - ^ ^ ^ 

(4. epftj^ ry b^a^^^EPSijssR^^stii. ep 

y hmm>^cotmmmz^&t\h^~*f^jK tv > 
9T9^xmm^-TMzm^tix\^K t.tzii^ 

~TMzm§^ti. EPdij^ ? a r y h mmfr t> comm 

tl.A7s7- K ffifcr - TMzm% ZtiX^ fzm y ^z , 

mi? ? 4 ryhmm^^mm^^m-t^ t x 

[0011] ^BjcoTuy^r^-trxMfflt^-f a 
(4. ^r'jy^i:, EPS'MaMT^S^ryy^ 

gft^tf f5T"& S T ^ -b^MRBIf fBSr'SW-r -5-^-^^ 

r ? -b x ffl mm m izm~3\ ^x . mmwi ^m^-hTv 
y ?mm.$: mbw-& eph'J^ yAryhmmt vhv 

[0012] ^M^tm^^ATyh^mt. FftjEvm 

mmz lalE-f-^ ^M^^Ji^l. r ^ -b^SORBfPg* JR 
[0013] 

[WMcommcomm] mzmnmm^mmL^^m 
way v y ? r 7 -tr x mm y t j- a tf^ 5 mmmm z 
mmizmmi-h „ h 1 -a 9 ^ #Bg-r t ^^b>i^t u 

>- ^ T ^ -b xlffl y x -7 a t# & HSftcoJMS*** $ ixT 

[0014] *mffl<7)y°vy?T?Jzxfflffl 
yXfAti S m 1 coHSfi^^ffifiS^S ^ !> 0 
H 1 teiSS ixS J: 5 ^*HJWJ(i: . 7'Jy^K T 'J 
y^2, A-yw^yfi-? (iiiT. pcgit^ 



#HB2 0 0 1-14 1^ 



3)3, PCgi4, fei^t-'^110*\ LAN 
/WAN1 0 0S^U4 7 l-7-7f#li§;JxT^§ 0 

if-^'ilgi 0(4, PCitS3fc?>MiPC§|g47^ 
£07° U y^fiffBEMPJ M=*fU ©HfcSfrO^ 
T^^x$0PJ|«#g^oTEP»0»^fi3 o ^fc. Hi 

^ § *ut * -/ f- 7 - 7 fl§^ t ts v ( 4 , 2 £ ^ r y y 
^tpcmwt-mm^^tzm^t^-zi^ , 7° y 
y7, pcmw, ^-rmwcommmm^tammz 

[0015] i2Ctt "tf-^^g 1 0 OftgPlf J£07" 10 
o-y7H7^£ixT^& 0 0(4, ^ 

X-f2,T[jlJ»§P2 0, LAN/WANafIM»SP2 1 , U 
^IX h^lgP2 2 , EpPJx-7fg^2 3 , i-fi 

6. 7°U y77Vb-7°'[if?g i l ; IIgP2 7. ^ix/j.—^ 

}i>-7'ffimr&®.®frt>mjSLZtL. #gp^'yx^.Kx 2 

ooti OSM^futuS. 

[0016] >-Xt-AM»§P2 0(4, yXfA^'^ 2 0 

3 o 20 
[0 0 17] LAN/WANilfffB'J»SP2 1(4, E t h 
e r n e t fc^Lfc&fi^fflffltefi^. EPfflU 7XX h 

£^fl-f 6 t , SflL^Epjfij y h £ y 

325i») Epffl^-7i03Mi 'J 7XX f- £Sft, T~7 

jlan/wan i oo^uryy^iftsv^r 

[0 0 18] y 7XX1-®J1§P2 2(4, LAN/WAN 
ilftM»gP2 1 T^faLfeEpilU 

(t, f-y-yhTvyfim. *4^i±a- 30 

X7-Ff«iIM4n a ^7>flL T^^XfiJPML 

asu 2 6 tEp»M^i . y 7^Rfi^£3iffi-f-i> o * 

fc, EpJfiJx-7(4, EpU-r-^*5WgP2 3t=fSift§fi. 
[0019] Ep0Jf ; '-^^M§P2 3(4, y ?x^MI 
$gwH§P2 4(4, ftfiS^i-^- KfcJ;yVU7 

— Kir . m 5 iza , i-^-'it wmm 24«a 

— Hf is ifO^xy — Yco<gmr— yjucom^M^^tt, 

40 

[0 0 2 0] EMMSgB 2 5 (4, U 7XX t-^SSP 2 2 
^ A t> £ ftfc EpfiJ y 7 X 7, h tO^ffl Ht5„ T 7 -fe X 
MPfi^3gfl2 6(4, >J 7XX h^agfi2 2frt>Ajl£tl 

t ? -fexMPfi y 7 xx h % %it , r 7 -fexMPiw 

fotT'J^ 7";b-7°'|f SgP 2 7 , .x-^tf 

a gp 2 4 £3 =t im— r 7";l— 7°wfgwa@p 2 s « wit 
# mm l r Ep»jPito^- x «y 7 £ trv •> , em l t i ^ 
^^o$gm^y^xxbMagP2 2tiM3i^^o * 

£, H3t(4, T^-b7,$[|PWSgP2 6«T74rXMPg 

mm^^x^y y y 77*7 -t^vm^-yjwmmm 50 



[ 0 0 2 1 ] ry y^^-r'iffig«agp2 7(4, asi 
Sti^ry y777b-7°£ # g ; a-r£ 0 H4tc(4, 7ijy 

[0 0 2 2 ] x-^'Vb-TfiPSWa^ 8(4, f 

r^'ta-f-s. H6t(4, jl— Hf^/p— T'lffgw 
fl§P 2 8 (ci3(t-g.xL— tf' ^";k-7°7j¥ar— y^comm 

[0 0 2 3 ] iXlZ^ i7CS§tlfc7n- ^-V— 

^EPJfljy ^XXb^gflL, T^^XMPfiTJ^j; >y ? 

Epfj^ntf § ixi> ^a»ff to 1 ^TiKHj-r 

[0 0 24 ] fT. LAN/WANilffffiWgP2 1(4, 

Epjgijy ^xx t , y ^xx hnmsn2 2 

(^fl tfcEPHU ?^x M*Pt-S . y 7x^ b 

mm 22(4, EPfy y 7 xx h mm> h?~y>yhy°v 

>-7, a.— »f', feM^(4^X7-K<7>|f$8£M#L, 7- 
7^XfiJPWISP2 6 CEPHiJOfWPg^^-^^^flW 
*ftfI^-S (Xf77S7 01 ) 0 
[0 0 2 5 ] mz. T7-feXflJPfiMaSP2 6(4, 'J ^x 

xh^agP2 2frt>mztxA:y°v >?Gm%7tiz. 7°y 
y 7 Tffiymm 2 1 \zn t , 7° y y 7 ^'an s 

#1T ^ 5 7° y y 7 7"/L— 7°'|f #^ IR^-r 5 'J 7XX h % 

mm-r h . 7° y y 7 ^-rmfg'gasp 27(4, h 4 1 
s^^r'j y^fif- 7'Vb^^Sjt, ry > 7#'a 
ii§ixT^^7";i^-7°^K#-r^ (Xx'y7°s 7 0 

2 ) . 

[0 0 2 6 ] Tf^TMWmM'l 6(4, 7°y y77'/k 

~ym>&fr^fr£nwL (xt--/7°s70 3) , ry 
y 7 7Vk-7°^'^v ^i^(4 y 7 xx h mnm 2 2 tzn 
t, wfflm&i:m$at& (x^-/TS7 1 2 ) „ x^-y 
7° s 7 0 3 (;fc , 7° y y 7 V)V-y°m> h t ¥'M L 
t&rS. T?*7MWmm2 6(4H3t^§a^7°y 
y 7 r 7 -fe xfif- 7'V^co 7° y y 7 77L— Tcoif 
a^EPMjy 7xx f- vfz^~^m^tixv^^mm 

-th (XT7TS 704) „ 

[0 0 2 7 ] X-r 77S 7 04OtiC± 0 , 
#^Et^^*^WWt UT77S70 5) , x— »f 

r 'if #«agp 2 4 t*f Lff 5 . x-+/'ffi#«aai 2 4 

(4 , J-—f(gW^-7Mzm}c$ tlX^&J ^X-7- h* # 
— ScLTV^3&»53&>tfOf-i -y7^tf5 (X-7'y7°S 7 0 
6 ) 0 

[00 28] XfvTS 7 0 6?v«7-P^tLt 
C^^§£-(4, T7-txMPfiMagP2 6t^L-^LT 
l^t^tafflL, EpjfJiJSrfflS-rS^ 77° 
S 7 0 6 T'V tX 7 - b* fj^k Lfzt nm L fz ±1^(4 , r 



#HB2 0 0 1-14 1; 



EMJLTti^fcilftlU y?xxl-«PI§P2 2(4, EP 
07) „ 

[0 0 2 9] Xf77S 7 0 BtC&UT, a.— *f^'#ft 
t =5r V ^ f: WW t fc*§£-(4 , ^-7°SS§ § #xT V \h «im 

h 3l— w yiv-rmm^ x -y ? ^fi 1 5 „ 
r?^x$[jPBPia52 6(4, ^l— r^-rfffg^aap 

#'j?xxh^i t ^l— r ^-rit $g«sai 2 s 

(4, H6 ^£ia.&.x— ^'^-7^1^-7";^ A. EP 

§g-fS (Xfv7S7 08) . 
[ 0 0 3 0 ] Xf'y7S 7 0 8«^J: D^-— f ^ 
-Ttfttt^i^^fllL (Xf77S709) , 

XftUPJ^SgK 2 6 fcM L-ifc LT V vjrv ^ t *m$A L , 

[00 3 1 ]Xf77S7 0 9ti-f^7l-7^ffii 
WW Uzmik, T^-fe X$(JPfi^IIgp 2 6 (4 , 71) 
y^T^-teX^Hf- ^^aiiStiTV^X-f-y 7S 

7 o 2xximLfz7'?v~y°wz^^— wjv-rtf 

m^tCZ\^Mm^-TO (7f77S7 10) 0 X 
T77S71 0<?5«i§g£0Sgm, JL— (f'^'Vt—T^ft-r 
§^7)^WWL (7f77S711) , ^— f^'Vt— 
7°^« L 5r ^ t ¥Uffif L ± EMJ & tBS^ S . 

[0 0 3 2] Xf77S 711 (Cfe^T, -2-— 
Tffif&th WWL^*gf>(4, EpfflU 1- tfci 

Lffo. -2--- tf'tf#« ; aai2 4(4. a-ftif-^ 

x-y^fi 1 ^ (7f77S7 06) , /U7-M J -t 
L T V * I. h WW L ^*§^(4 T ? -tXfflmSm® 2 6 t» 

XT77S 7 0 6TvtX7-K^-l^t^ tWIfft 

/ti§^(4. r^^xsypfi^ia52 6(4U hmm 

§P2 2(4, EPIIMHSP2 5 £tefflLTEP®|£5Sfff 5 
(7T77S 707) „ 

[0 0 3 3] ELLi?^ M07UV^or;-t:^ffl 
Pil^-tf-ys^gl 0±TtT^S^to. f£$£^it£*«a<J 

iu-f7)i/-7Tif -g> 0 § ^ i~ , jl— r 

^£ i TjO^x^- FT'T^-fexSOPfi^H^^TT-^ £ 

i?j4, >-xxa^(4h i iz^Ktzm i ^mmmmt 

Cgt4^ _-7--Hf'^p>coEp)S[jy^xxbt;ML. IT— 



[0 0 3 5 ] i8Kl *MfeIffi«PCgl3JiJ;y' 

pcii4 tortai«^*-r7"n 7^i^2ftTi'> 

h a ^(7)PC^g3feJ;WPC^g4(4. y7f 
AM»§P8 0, LAN/WANMMMSSP8 1 , T?-te 
X»[f#fMTO 2 , U I MaS58 3 , EpffiiMS^S 
4, &J;^T^X$[JPiBPlgP8 5!&>£>fgJ£3*U 

10 [0 0 3 6 ] ^X-rA$lJfPgP8 0(4, y7rAV^80 

■5 o 

[0 0 3 7 ] LAN/WANjlfffWfflgPS 1 (4, E t h 
e r n e t £^L^fflm«$IJ»£tf V\ TU 1 J>S 
t ^(4T U y ? 2 ^ LT^EpjftJ^, & S V ^(4-9"-^'^ 

Mi o^Atory y^r^-fex$tjpg'[f#«Kf#^=fTd „ 

[00 38] T^^X$[JPg'|ffgt§ttg|38 2(4, ^-^'g 

s i o k# t tzr v y $ r ^ ^xmwmm^mmt 

20 K£-r-y/^T3#o. 

[0 0 3 9 ] U I MJ1SP8 3 (4, tf^^^EPWJf^ 

^n^stt, EP0MHSP8 4 iztmim^n-j . 

[0040 ] EPHIMJ1SP8 4 (4, OTJjSQa&fro „ 

^, r ^ -txMPfi^agP8 5 (cm Lr^^^mm^h h 

[004 1 ] T^-feX$[JPfi^||gP8 5(4, T^-feXMPfi 
[0042 ] MZ.. i9CS5tlfc7n- y^-V— 
[0043 ] i-T. U I ^JM^8 tf36^^EPM 

^^stms t ui ^agp8 3 tz 
mlt, EPffl^-^av'^-T 1 '-/ bryy^^wa^a 

ftTt£ (7f77S9 0 1 ) „ 

[0044] mz. mmmms 4(4, r^-fexsypsM 
lisps 5tMLTEp)|iMt^ry v^^^ra^^t. 

-tt^^a (Xf77S9 02) „ 

[0045] mz^ Tf^xMmimms 5(4, r^* 

40 Xf»4ffg£- , f-A§ggl 0^AfXf#bfc^*^WW 
t (7f77S903) , K#tTV^V^WKt^;*i 

(7f?7S9 0 5) „ 

[0046 ] Sfc, 7f?7S 9 0 3T", t-A*gil 

*§^(c(4 , r ^ ^x»[f mznm lx & ^ ^tbmMz 
tite—smmwimLtifrgfr. or u y^r^4r 

^.MBBA** <^Tt^ & WBrT 5 (7f 77S 
904) „ 

50 [0047 ] 7f77S 904 IZtS^X . T^-fe^JRB 



( 6 ) 

9 

mm £ ism l t frt>^#>mM £ ix^-s^p^^i t t 
s^rafft (xfyTs 9 0 6). r?*xmmm 

i^fi^S (Xf77S9 0 7) . 
[0048] Xf77S 9 04tfcUt, T^-fe^MRS 

Klfif#fi£Kf#LT Uf7TS90 5) . 7f77S9 

0 61:^. 7f77S 9 0 6T'T^-fc:-XflJP^ 10 

3SP 9 5 a* & T ? -fe xMRBfcf 0 . EpffiiJ^^T t V v3 

[0 049] i 5 fc. ^-Aggfg^I^OEpgJ 

[ 0 0 5 0 ] Sris. ±izBL^HSWJ(i:. ^fgBHoM 

mmmtmm-cht. 20 

[0 0 5 1 ] 

[0052] £ Jt. r^-fexMPioj-— f'asi^^-— »f 

^7k- XT'It 5 ^ h #T ^ l> fc#> . ^liS»#'rt]± § -fr 
& ^ k S . 30 

[0 0 5 3] SttC, a-f^j;y';«7-K'7^ 

is «fc v'fl^lt £ ifij± $ £ c: t a*T # h . 

[0 0 54] -9--^'S«^'EPSiMII»T^t^ 

■y u >- ? gis^fit mx$> z>T9 ^xmmmm^m 1 . 



#HB 2001-14123 
1 0 

[HffiO^m^lMBJ] 

[Hi] *^ct)tu v^r^^x§iJ»>-x^A^Sfi£ 
[02 ] ^Bg^^-tfws'^a^^^M^^M 
[03]7'J V^T^^Ht— 7;l7)f§WJiSt 

[H4 ] r'j > ^^a^-y.^fSttM^^HT-S) 

[0 5 ] Ji— fWa^-^VL-OfSWJ^^HT*!.. 

[He ] ^-^'^-T^a-r-r^jfsifiM^^-rH 

•cabs. 

[07 ] ^mmcoyj y?T7^m\m^-^j+mm 

[ H8 ] *mmz\m pcmmmmmmm^-tmm 

[09 ] *ii<7)7'j y^rnxiiy^Titw 
s p cmm.<nmm*5Ftyv-mx'fo&. 

1. 2 ryy^ 

3. 4 PCil (nyfj.-^ ) 

1 0 

2 0.80 ^XT"A$[JtiPg|i 

2 1,81 LAN/WAN^lfl$[JfPg|5 

22 y^xxb^agp 

2 3 EPMx-^fSlfi^ 
2 4 J.— tf''tffg«JSai 
2 5.84 EPliMJlgP 

2 6. 8 5 Tf-tAMmum® 
27 ruy^ y,v~ymmmmm 

2 8 -3- — *FYjV — TWi^M 
8 2 T^^XF|[JPilW|g^§P 

8 3 u 1 mmm 



( 7 ) 



#HB2 0 0 1-14 1 



'JSI^h I j 75t>3 

aglt | | Mgi 





3.-y/3.-*f?;u-y 


Group A 


watanabe 


suzukl 




userqroup 1 


Group B 




yamaquchi 















Printer A 


Printer B 


Printer C 


Printer D 


Printer E 


Group B 


Printer CoSor A 


Printer CoSor B 


Printer Color C 











watanabe 


123 




1234 




1235 


tanaka 


1236 


morita 


1237 


yamaguchi 


1238 


saitoh 


1239 











UserGroup 1 


yamaguchi 


morita 




UserGroup 2 









DOCUMENT- IDENTIFIER: JP 2001014123 A 



PAT-NO: 



JP02001014123A 



DOCUMENT-IDENTIFIER: JP 2001014123 A 



TITLE: 



PRINTER ACCESS CONTROL 
SYSTEM 



PUBN-DATE: 



January 19, 2001 



INVENTOR-INFORMATION: 



NAME 



COUNTRY 



WATANABE, YOSHIAKI N/A 



ASSIGNEE-INFORMATION: 



NAME 



COUNTRY 



RICOH CO LTD N/A 



APPL-NO: JP1 1183407 
APPL-DATE: June 29, 1999 

INT-CL (IPC): G06F003/12 , B41J029/38 , G06F013/00 
ABSTRACT: 

PROBLEM TO BE SOLVED: To easily set the access restrictions of 
plural printers which are connected by a network by allowing a print- 
requested printer to reject a print request from a print client device under a 
specific condition. 

SOLUTION: An access restriction processing part 26 informs a printer 
group information management part 27 of a request to acquire printer group 
information where a printer is registered according to printer information 
passed from a request process part 22. The printer group information 
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management part 27 performs retrieval from a printer management table to 
acquire the group where the printer is registered and informs the request 
process part 22 of print rejection when no printer group is found. Further, a 
user information management part 24 checks whether or not a password 
registered in a user management table is matched, and informs the access 
restriction process part 26 of no match in such a case and then rejects the 
printing. 
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[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the printer 
access control system of the printer by which network 
connection was carried out. 
[0002] 

[Description of the Prior Art]The access control of the 
printer conventionally connected to the network built by two 
or more workstations as a network printer was specified by 
the existence of the right to access which determines to 
which user use of a printer is permitted, for example. 
However, in this system control, the fine conditions for 
every user permitted were not able to be set up. 
[0003] As a method of solving this problem, in JP,8-31468, 
A. The network printer device which performs finer control 
for every user is proposed by registering the printer access 
information which registers a user name into a printer as 
information which shows the right to access and for which 
the record output for every user of the is simultaneously 
restricted to it. 
[0004] 
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[Problem(s) to be Solved by the Invention] However, in this 
network printer device. In performing access restriction on 
the same conditions, two or more printers by which network 
connection was carried out, In order to have to perform the 
same operation to each printer and to have to do the 
operational input work of change etc. to each printer also in 
changing an access condition etc., time and effort was taken 
very much and the problem that working efficiency 
worsened had occurred. 

[0005]When access restriction was performed from on the 
server apparatus which exists on a network, it also had the 
problem that only printing via a server could perform access 
restriction. 

[0006]An object of this invention is to provide the printer 
access control system which can cancel the conventional 
fault and can set up easily the access restriction of two or 
more printers by which network connection was carried out. 
[0007] 

[Means for Solving the Problem]This invention in order to 
attain this purpose a printer access control system of this 
invention, A server apparatus which transmits print data 
which accumulated a printing client device which outputs a 
printing demand, and print data contained in a printing 
demand from a printing client device, and were accumulated 
in a printer, A printer access control system by which a 
printer which carries out the record output of the print data 
sent from a server apparatus by a recording device at a paper 
was connected to a network is characterized by comprising: 
A printer group management tool which manages a printer 
management table which a server apparatus carried out 
grouping of two or more printers connected to a network, 
and was registered. 

A printer access control table which registered User 
Information for every group of a printer is managed, A 
printing request printer included in a printing demand from 
a printing client device, When not contained in a printer 
management table which a printer group management tool 
manages, Or an access-restriction means to refuse a printing 
demand from a printing client device when a user name 
contained in a printing demand from a printing client device 
is not registered into a printer access control table. 

[0008]Have the above-mentioned server apparatus and an 
user-group management tool which manages an user-group 
management table which carried out grouping of two or 
more user names, and registered them an access-restriction 
means, A printing request printer included in a printing 
demand from a printing client device, When not contained 
in a printer management table which a printer group 
management tool manages, Or when a user name contained 
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in a printing demand from a printing client device is not 
registered into a printer access control table and an user- 
group management table, it is good to refuse a printing 
demand from a printing client device. 
[0009]Have the above-mentioned server apparatus and the 
User Information management tool which manages a 
password information table which registered a user's 
registered password information an access-restriction 
means, A printing request printer included in a printing 
demand from a printing client device, It registers with a 
printer management table which a printer group 
management tool manages, A user name contained in a 
printing demand from a printing client device is registered 
into a printer access control table, When a password 
contained in a printing demand from a printing client device 
is registered into a password information table which the 
User Information management tool manages, it is good to 
receive a printing demand from a printing client device. 
[0010]Have the above-mentioned server apparatus and the 
User Information management tool which manages a 
password information table which registered a user's 
registered password information an access-restriction 
means, A printing request printer included in a printing 
demand from a printing client device, It registers with a 
printer management table which a printer group 
management tool manages, A user name contained in a 
printing demand from a printing client device. [ whether it 
registers with a printer access control table, and ] Or it 
registers with an user-group management table which an 
user-group management tool manages, When a password 
contained in a printing demand from a printing client device 
is registered into a password information table which the 
User Information management tool manages, it is good to 
receive a printing demand from a printing client device. 
[001 1]A server apparatus which manages access restriction 
information whose printer access control systems of this 
invention are two or more printers and the information on a 
printer in which printing job execution is impossible, Access 
restriction information is acquired from a server apparatus, 
and a printing client device which chooses a printer which 
outputs a printing demand is connected to a network based 
on this access restriction information. 
[0012]The above-mentioned printing client device is good 
to have an acquisition means which acquires access 
restriction information which said server apparatus manages 
for every predetermined interval, and a memory measure 
which memorizes access restriction information acquired in 
an acquisition means. 
[0013] 

[Embodiment of the Invention] Next, the embodiment 
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concerning the printer access control system of this 
invention is described in detail, referring to an 
accompanying drawing. Reference of drawing 1 - drawing 9 
shows the embodiment concerning the printer access control 
system of this invention. 

[0014]The composition of a 1st embodiment concerning the 
printer access control system of this invention is shown in 
drawing 1 . As shown in drawing 1 , as for this embodiment, 
network connection of the printer 1, the printer 2, the 
personal computer (henceforth a PC device) 3, PC device 4, 
and the server apparatus 10 is carried out via LAN/ 
WAN 100. The server apparatus 10 performs printing 
controlling according to the access restriction information 
registered to the printer information print request from PC 
device 3 or PC device 4. In the network composition shown 
in drawing 1 , although the composition to which two 
printers and PC devices were connected is taken, the number 
of connection pedestals of a printer, a PC device, and a 
server apparatus is not limited to this. 
[0015]The block diagram of the internal configuration of the 
server apparatus 10 is shown in drawing 2 . The server 
apparatus 10 mainly, It comprises the system control part 
20, the LAN/WAN communication control part 21, the 
request processing part 22, the print data storing part 23, the 
User Information Management Department 24, the printing 
job part 25, the access-restriction treating part 26, the printer 
group Research and Data Processing Department 27, and the 
user-group Research and Data Processing Department, Each 
part is connected by the system bath 200. 
[0016]The system control part 20 performs fundamental 
control of the whole system, such as memory management, 
via the system bath 200. 

[0017]If the LAN/WAN communication control part 21 
controls communication through Ethernet and a print 
request is received, it will notify the print request which 
received to the request processing part 22. When printing, 
the send request of print data is received from the printing 
job part 25, and data is transmitted to the printer 1 or the 
printer 2 via LAN/WAN 100. 

[0018]The request processing part 22 receives the notice of 
the print request which received by the LAN/WAN 
communication control part 21, and acquires the information 
on target printer information, User Information, or a 
password. Then, the check request signal of printing 
restrictions is sent out to the access-restriction treating part 
26. Print data are stored in the print data storing part 23. 
[0019]The print data storing part 23 stores the print data 
transmitted from the request processing part 22. The User 
Information Management Department 24 manages the user 
code and password which were registered. The user of the 
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User Information Management Department 24 and the 
example of storing of the management table of a password 
are shown in drawing 5 . 

[0020]The printing job part 25 processes the print request 
inputted from the request processing part 22. The access- 
restriction treating part 26 receives the access-restriction 
request inputted from the request processing part 22, 
According to access restriction information, printing 
restrictions are checked using the management information 
of the printer group Research and Data Processing 
Department 27, the User Information Management 
Department 24, and the user-group Research and Data 
Processing Department 28, and the result of whether to print 
is returned to the request processing part 22. The example of 
storing of the printer access control table about the access 
restriction information of the access-restriction treating part 
26 is shown in drawing 3 . 

[0021]The printer group Research and Data Processing 
Department 27 manages the registered printer group. The 
example of storing of the management table of the printer 
group of the printer group Research and Data Processing 
Department 27 is shown in drawing 4 . 
[0022]The user-group Research and Data Processing 
Department 28 manages an user group. The example of 
storing of the management table of the user group in the 
user-group Research and Data Processing Department 28 is 
shown in drawing 6 . 

[0023]Next, the example of operation by the embodiment of 
the above-mentioned composition is explained, referring to 
the flow chart shown in drawing J . Here, a print request is 
received from the PC device used as a client apparatus, and 
after checking access restriction, the processing operation by 
which printing is performed is explained. 
[0024]First, the LAN/WAN communication control part 21 
will notify the print request information received to the 
request processing part 22, if a print request is received. The 
request processing part 22 acquires the information on a 
target printer, a user, or a password from print request 
information, and requests judgment whether printing is 
restricted to the access-restriction treating part 26 (Step 
S701). 

[0025]Next, the access-restriction treating part 26 notifies 
the request which acquires the printer group information 
into which the printer is registered to the printer group 
Research and Data Processing Department 27 based on the 
printer information passed from the request processing part 
22. The printer group Research and Data Processing 
Department 27 searches the printer management table 
shown in drawing 4 , and the group by whom the printer is 
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registered is acquired (Step S702). 

[0026]It judges whether the access-restriction treating part 
26 has a printer group (Step S703), and when there is no 
printer group, printing refusal is notified to the request 
processing part 22 (Step S712). In Step S703, when it is 
judged that there is a printer group, the access control 
treating part 26 searches whether the user who did the print 
request to the item of the printer group of the printer access 
control table shown in drawing 3 is registered (Step S704). 
[0027]By search of Step S704, when it judges whether the 
user existed or not (Step S705) and it is judged that a user 
exists, a password check is performed to the User 
Information Management Department 24. The User 
Information Management Department 24 confirms whether 
the password registered into the user management table is in 
agreement (Step S706). 

[0028]When the password is not in agreement at Step S706, 
it reports that it is not in agreement to the access-restriction 
treating part 26, and printing is refused. When it is judged 
that the password was in agreement at Step S706, it reports 
that the access-restriction treating part 26 may be printed to 
the request processing part 22, and the request processing 
part 22 performs printing using the printing job part 25 (Step 
S707). 

[0029]In Step S705, since group registration may be carried 
out when it is judged that a user does not exist, user-group 
information is checked. The access-restriction treating part 
26 performs the acquisition request of the user group which 
is received user-group Research and Data Processing 
Department 28 and into which the user is registered. The 
user-group Research and Data Processing Department 28 
searches the user group in which the user who did the print 
request from the user-group management table shown in 
drawing 6 is contained (Step S708). 
[0030]When it judges whether an user group exists by 
search of Step S708 (Step S709) and it is judged that an user 
group does not exist, it reports that it is not in agreement to 
the access-restriction treating part 26, and printing is 
refused. 

[003 l]When it is judged that an user group exists at Step 
S709, the user group is registered into the group who is at 
Step S702 registered into the printer access control table, 
and searched, or the access-restriction treating part 26 
searches (Step S710). As a result of search of Step S710, 
when it judges whether an user group exists (Step S71 1) and 
it is judged that an user group does not exist, printing is 
refused. 

[0032]In Step S71 1, when it is judged that an user group 
exists, a user's password check which carried out the print 
request is performed to the User Information Management 
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Department 24. The User Information Management 
Department 24 confirms whether the password registered 
into the user management table is in agreement (Step S706), 
when it is judged that the password is in agreement, it 
reports that it is not in agreement to the access-restriction 
treating part 26, and it refuses printing. When it is judged 
that the password was in agreement at Step S706, it reports 
that the access-restriction treating part 26 may be printed to 
the request processing part 22, and the request processing 
part 22 performs printing using the printing job part 25 (Step 
S707). 

[0033]Above, like, since access restriction of two or more 
printers can be performed on the server apparatus 10, setting 
out can be performed efficiently. User registration of access 
restriction can carry out by an user group. Since 
management of access restriction can be performed with a 
user name and a password, security improves and 
operativity goes up. 

[0034]Next, a 2nd embodiment concerning the printer 
access control system of this invention is described. This 
embodiment has the feature to perform printing controlling 
based on the printer access restriction information which PC 
device (computer) 3 or PC device 4 acquired from the server 
apparatus 10 to the print request from a user, although the 
system configuration is the same as that of a 1st 
embodiment shown in drawing 1 . 

[0035]The block diagram showing the internal configuration 
of PC device 3 of this embodiment and PC device 4 is 
shown in drawing 8 . This PC device 3 and PC device 4 
mainly comprise the system control part 80, the LAN/WAN 
communication control part 81, the access-restriction- 
information storage 82, the UI treating part 83, the printing 
job part 84, and the access-restriction treating part 85, and 
each part is connected by the system bath 800. 
[0036]The system control part 80 performs fundamental 
control of the whole system, such as memory management, 
via the system bath 800. 

[0037]The LAN/WAN communication control part 81 
controls communication through Ethernet, and acquires the 
printing directions to the printer 1 or the printer 2, or the 
printer access restriction information from the server 
apparatus 10. 

[0038]The access-restriction-information storage 82 stores 
the printer access restriction information acquired from the 
server apparatus 10. Access restriction information has on a 
table a list of the printer which cannot be accessed. 
[0039]The UI treating part 83 receives processing of the 
printing directions from a user, and performs printing 
directions in the printing job part 84. 
[0040]The printing job part 84 performs a printing job. In 
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that case, it is asked whether there is any access restriction 
to the access-restriction treating part 85. 
[0041]The access-restriction treating part 85 acquires printer 
access restriction information from the access-restriction- 
information storage 82, and checks access restriction. 
[0042]Next, the example of operation by the embodiment of 
the above-mentioned composition is explained, referring to 
the flow chart shown in drawing 9 . 
[0043]First, if the printing directions from a user are 
received by the UI treating part 83, the UI treating part 83 
will notify the information on print data and a target printer 
to the printing job part 84 (Step S901). 
[0044]Next, the printing job part 84 asks that it is a printer 
which can print to the access-restriction treating part 85 
(Step S902). 

[0045]Next, when it is judged that the access-restriction 
treating part 85 judges whether access restriction 
information was acquired from the server apparatus 10 (Step 
S903), and does not acquire, access restriction information 
is acquired from the server apparatus 10 (Step S905). 
[0046]When it is judged at Step S903 that access restriction 
information is already acquired from the server apparatus 
10, after acquiring access restriction information, it is 
judged whether whether the fixed time set up beforehand 
having passed and printer access restriction that is, are old 
(Step S904). 

[0047]After acquiring access restriction information in Step 
S904, when it is judged that the fixed time set up beforehand 
has not passed, Next, it judges whether it is a printer which 
can print (Step S906), and printing is performed when 
directions that printing is possible are inputted from the 
access-restriction treating part 95 (Step S907). 
[0048]In Step S904, after acquiring access restriction 
information, when it is judged that the fixed time set up 
beforehand has passed, access restriction information is 
acquired from the server apparatus 10 (Step S905), and it 
moves to Step S906. Printing is stopped, when it is an 
access-restriction object and directions that printing is 
impossible are inputted from the access-restriction treating 
part 95 at Step S906. 

[0049] As mentioned above, since it becomes possible to 
perform access restriction to a printer also to printing jobs 
other than via a server apparatus, the scope of access 
restriction can be extended. 

[0050]The embodiment mentioned above is a suitable 
embodiment of this invention. However, modification 
implementation is variously possible within limits which do 
not deviate not from the thing limited to this but from the 
gist of this invention. 
[0051] 
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[Effect of the Invention]The access-restriction processing 
means, the printer group management tool, or the user-group 
management tool is carried in the server apparatus by which 
network connection was carried out, Since access restriction 
of two or more printers on a network can be performed on a 
server, setting out of an access condition can be performed 
efficiently. 

[0052]Since access restriction can be registered as a user by 
an user group, working efficiency can be raised. 
[0053]Since access restriction is manageable with a user 
name and a password, security and operativity can be raised. 
[0054]The access restriction information which is 
information on the printer which a server apparatus cannot 
printing job perform is managed, It can become possible to 
perform access restriction also about the printing job via a 
server apparatus, and the scope of access restriction can be 
made to extend by a printing client device's acquiring this 
access restriction information from a server apparatus, and 
choosing the printer which outputs a printing demand. 



[Translation done.] 
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